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3. WM
3.1. BEREREE [EiT]

>

NERREFEERITHTHIT, REZESENSHHTRE. EFEERIT

Iz

EETERE. HETESAFAERLEENEE.

HITER « ZRRFEERITEELIR, RARFEEXZENK .

// Withdraw without caring about rewards. EMERGENCY ONLY.
function emergency Withdraw(uint256 _pid) public {
PoollInfo storage pool = poollnfo[ pid];
Userlnfo storage user = userInfo[ pid][msg.sender];
uint256 amount = user.amount;
user.amount = 0;
user.rewardDebt = 0;
pool.lpToken.safeTransfer(address(msg.sender), amount);
emit EmergencyWithdraw(msg.sender, pid, amount);
}
function safeTransfer(
address token,
address to,
uint256 value
) internal {
/I'bytes4(keccak256(bytes('transfer(address,uint256)")));
(bool success, bytes memory data) = token.call(abi.encodeWithSelector(0xa9059cbb, to,
value));
require(success && (data.length == || abi.decode(data, (bool))), 'TransferHelper:

TRANSFER FAILED");

}

REEW : I,
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3.2. st Ei ]
X EIREEITHITEIT, REESENSEHTRE . RIFEHERITE

FEHRE. HRHETEEGFEER REELE N8,

HITER  FR2ERITEELTR, ARUGFERIZENE.

// Stake Cream tokens to SousChef for Reward allocation
function deposit(uint256 amount) public {
require (_amount >= 0, 'amount less than 0');
Userlnfo storage user = userInfo[msg.sender];

updatePool();

if (user.amount > 0) {
uint256 pending =
user.amount.mul(poollnfo.accRewardPerShare).div(1e12).sub(user.rewardDebt);
if(pending > 0) {

rewardToken.safeTransfer(address(msg.sender), pending);

if (_amount > 0) {
cream.safeTransferFrom(address(msg.sender), address(this), amount);

user.amount = user.amount.add(_amount);

user.rewardDebt = user.amount.mul(poollnfo.accRewardPerShare).div(1e12);

emit Deposit(msg.sender, amount);

}

ZEREW : T
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3.3. IBFREEE I [EiT]
SRR H, RERTENSHETRE. REBERI R

FHEHE. ARBEITERCFEEL AEEREXNKE .
HITER : B2 ERITEELIR, R&AMWGFEHEEXZENE,

// Withdraw Cream tokens from STAKING.
function withdraw(uint256 _amount) public {
require (_amount >= 0, 'amount less than 0');
Userlnfo storage user = userInfo[msg.sender];

require(user.amount >= _amount, "withdraw: not enough");

updatePool();

uint256 pending =
user.amount.mul(poollnfo.accRewardPerShare).div(1e12).sub(user.rewardDebt);

if(pending > 0) {

rewardToken.safeTransfer(address(msg.sender), pending);

if(_amount > 0) {
user.amount = user.amount.sub(amount);

cream.safeTransfer(address(msg.sender), amount);

¥

user.rewardDebt = user.amount.mul(poollnfo.accRewardPerShare).div(1e12);

emit Withdraw(msg.sender, amount);

ZEREW : T

-10 -
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3.4 FEIMZE [Eid]

>

Xt FEFPERITHITEIT, REERANSEHTRE . EFN2ERIT

Iz

EETFHERESE.
HITER T ERZERITEELTIR, RARFEEXRENR.

// Update reward variables of the given pool to be up-to-date.
function updatePool() public {
if (block.number <= poollnfo.lastRewardBlock) {

return;

}
uint256 totalSupply = cream.balanceOf(address(this));

if (totalSupply == 0) {
poollnfo.lastRewardBlock = block.number;

return;

}
uint256 multiplier = getMultiplier(poollnfo.lastRewardBlock, block.number);

uint256 tokenReward = multiplier.mul(rewardPerBlock);
poollnfo.accRewardPerShare =
poollnfo.accRewardPerShare.add(tokenReward.mul(1e12).div(totalSupply));

poollnfo.lastRewardBlock = blockinumber;

}
ZEEW T
5. e 128 [1EiT])
SERFE IR EIRITHETEIT, REEREXNSEHTRE . SR MM

FRTEMURENE B FERES.
Eﬁ'%% /}ILEj] IEIIF ﬁlﬁl‘[’AEE% *ﬁfﬂﬁ‘?’f*ﬁ %?éﬂgﬁo

// if fee is on, mint liquidity equivalent to 1/6th of the growth in sqrt(k)

function mintFee(uint112 reserve0, uintl12 reservel) private returns (bool feeOn) {

-11 -
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address feeTo = [ButterFactory(factory).feeTo();
feeOn = feeTo != address(0);
uint _kLast = kLast; // gas savings
if (feeOn) {
if ( kLast !=0) {
uint rootK = Math.sqrt(uint(_reserve0).mul(_reservel));
uint rootKLast = Math.sqrt(_kLast);
if (rootK > rootKLast) {
uint numerator = totalSupply.mul(rootK.sub(rootKLast));
uint denominator = rootK.mul(5).add(rootKLast);
uint liquidity = numerator / denominator;

if (liquidity > 0) _mint(feeTo, liquidity);

H
} else if (_kLast I=0) {

kLast = 0;

// this low-level function should be called from a contract which performs important safety checks
function mint(address to) external lock returns (uint liquidity) {

(uint112 reserve(, uint112 reservel,) = getReserves(); // gas savings

uint balance0 = IERC20(token0).balanceOf(address(this));

uint-balancel = [ERC20(token1).balanceOf(address(this));

uint amount0 = balance0.sub(_reserve0);

uint amount1 = balancel.sub(_reservel);

bool feeOn = mintFee(_reserve(, reservel);
uint _totalSupply = totalSupply; // gas savings, must be defined here since totalSupply can
update in _mintFee
if (_totalSupply == 0) {
liquidity = Math.sqrt(amount0.mul(amount1)).sub(MINIMUM _LIQUIDITY);

_mint(address(0), MINIMUM_ LIQUIDITY); // permanently lock the first

-12-
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MINIMUM _LIQUIDITY tokens
} else {

liquidity = Math.min(amount0.mul(_totalSupply) / _reserve0,
amountl.mul(_totalSupply) / reservel);

}
require(liquidity > 0, 'Butter: INSUFFICIENT LIQUIDITY MINTED");

_mint(to, liquidity);

_update(balance0, balancel, reserve0, reservel);
if (feeOn) kLast = uint(reserve0).mul(reservel); // reserve0 and reservel are up-to-date

emit Mint(msg.sender, amount0, amount1);

}

ZEBEIW L.

-13-
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KERLRIGSLI 2T IEFE M fallback X
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ZEEW : T,
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tx.origin & Solidity I— M E BT E, B ER%RFRERYIAELRE
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PR BN RIAM L& I

BMER : 280, BREARBIAFEZRE A,

ZEEBW L.
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BN T,
4.10. call SENEF [ET)
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ZEEW : T,
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-19-
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Solidity Y call.value() R # A # FISR & 3% Ether BV ERHE S BFE € 1 UEIRYFT

H gas, HiAA callvalue() k%A% Ether FRIEREELIRBD K EFEMKAH
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R AN, RRTFAEEANBGAIMEE.
BMER : 2100, FREARBPAFEZLEEA.

REEW : T,
4.26. BB [EE]

BATMRSREREENTE R, MEIRRIENATEAN, BEERNE
AERFEEERRT, FRZRAEENEL, ZRABHTEITANER, %

AN —ENFASIIEA. PUESHFAETESATHIER LR, .
RWER : 21, FREARMEH call B, AFEMNIFR.

ZEEW : T,
4.27. EHEE N [ )

BRI G R LaiEA T E R IR B CHE BN & (list) 2k 59
(mapping) PR EBREGHNSEZRHT "=TF W MIEREGZEENZEBECH
SEFHEEaAT.

BMER 20N, FEEARBPAFERXRFE.

REFUWT.
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5. Mi® A: RERNRITERIRE

%0
WRTR
SRR

KRR

EEEE 1w FR b

i VLR AR

e LG AT A A BT P B BRI, e BEIE SR AN (EIH 1)
KB TR REXE RAZ 2 BT B RAR T A BE (IR . REE Al 20K 5%
K TRX s AT A AT S5

REIE A T A LR E R AT, G o R B U5 R 2 SR call
TEN T2 bR s 1) 47 1 SR 55

REIE AT B A TIEIEH TR, 0. RS EHAE R % TRX S
HIFEZE AR ST DX energy #B/ T SR LR 55 IR -

i B AE Mk A RE Ak A A v USRI AR T S L4 A e A B
i RIS s ARG R B U IR S R L RGBT R R 2 A
RN R

HE VA A A (R Al 2 e e A BRI, U0 R 2K E TRX sfU
7 Rl ORI HY IR A A BB s Ui Je ik BRI AR R
i AR e energy fith A (195 55 MG HRASUXU <5 o
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6. MiZ B: BREEARLHITIASESN

6.1 Manticore

Manticore ;& — M7 Z#H I X HAE g 5ANTFSHITITH, Manticore
S—NFSEMI (EVM) , —NEVM RICRe/ICRe UL — BT AR E
934 Solidity A ESRE. ©XE&EM T Ethersplay, FF EVM F15434 Bit of
Traits of Bits Affl b ROC SRR, ATk . 5 = # &30 — #
Manticore 12t 7 —ME R G TR BEHN—MAT O EVM 25 124) Python
API,

6.2 Oyente
Oyente Z—MERES AT TE, Oyente TTINARICMEEE ST E A
bug, ttinreentrancy. EHHFRIFS . BETEMNR, Oyente (NIRITERIR
ey, FTRAXIESRA AT ASEIFEA LI E S RNZE, MeEMIINE
AP BEEXHEML.
6.3 securify.sh
Securify I AIEE E SAB ML £ 0, BI1032 7L FHER DAL,
EAEE BB D ATIEFFTE e AIITERR, LS, Securify BEF AT
TEERIBHREES, XE Securify BEBRER E LSRN R EMME M FE 15

i
6.4 Echidna
Echidna 2—MA 7 3 EVM RED#ATHHIM I iR 7169 Haskell EE.
6.5 MAIAN

MAIAN E—PMHTEHEREAORENESIMLIR, Maian AAEBEEANTFE
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B, FRAET RIS FHRIARR.
6.6 ethersplay
ethersplay 2— EVM RiL sz, HABEETHEXPTIA.
6.7 ida-evim
ida-evm Z—MEEXEIUAL (EVM) B9 IDA LhIREEARER.
6.8 Remix-ide

Remix BE—2E T X as i 4mixasF IDE, ok {EH Solidity B=HE
AT S

6.9 MiEf|FXRERLFIHAGERAIAS
MEAFRLEARERTRE, AT SENR TRIFHS, K

SMEH, SRaTRTURARNTEETINXTIE, BEMEANIA. B
FHAIAS.
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